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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide the system which 
eliminates the need to register user information on a 
client to an authentication server that all proxy 
servers repeating signals between the client and a 
server belong to. 

SOLUTION: Only the authentication server 131 which is 
closest to a client 111 registers the user and for 
subsequent authentication, certificates are handed over 
between authentication servers. When the client 111 
connects to a server 112, authentication is done between 
the client 111 and the authentication server which is 
closest to it and then authentication is performed 
between authentication servers to hand over the 
certificate of the client 111; when the certificate 
reaches the authentication server that the proxy server, 
123 closest to the server 112 belongs to, route 
information is sent to the client. The client 111 
performs authentication with the proxy server according 
to the route information to establish a connection up to 
the server 1 12 to the end. 
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(57) [Jgjft] (^iE*) 

v-rt<Dfr\z u -etiwi^coigiEtciiigiiE-y— ^^ra-riiE 

^CfkfcittV^n * J/*-/WIt -51811-9— * * T?M 





1 

ISf^-f 7> MCg=foifiV*!gIiE-9— AIC^&SU ^EBIiE 
tf-Afr&El|l*©B^fe£fcrCfc< fcfcfcfc. 

BIE-9— /tB±T?BIES:ff«:ife«)«)KW 
• ft, ffijfc©8ffi-tf— ^|(8T?«WatL/Tfe<ifcS:W« 

-Afc©|HK:B#ftfe*»©:7n*S/tf- At, 9^4 

yy h y d /^©IfflCBfiftW-rsBK* 

- A £ ft «*. BSE 2/ * -r A (C W S n — iflf3#i6T? 

&e>^U*, 1MB* 9-fT> h*»&SWB^a*S/-9— ^ 

Afr feSEraoffiftftSttT < *-x- v 
*&*>Cft, BIiE-9— /tRI±T?BSEftf?*!-5fc«>©SEUIi 

tcjKiBltTBKfttfft-J^v^i:, 

MIB^^-f T> MC&fcS^BIiE-y— Aj^e>. flcCrMB 

■j"*yn*S/*- ^©J»r*BIE*-/^ 8801 U IS 

!Etf-A|HT5iW*UfcSEI!!*ftMV*TBSE*w*iai© 

IStiEfttT^-itilfelC. IWBi'^-fT^ h©IiE9iSft£ 

tt«U i*lfcS#5tf*5te©-9— AlC:g*)jfiV^0 3f*> 

■y— a©m-t *bk*- aic® *j»< * x>m vm^zn 

«w -5 ^ D * s/* -rtamMim ft s * -r y ^ 
t, 

7n**>-9— ^©«»«*ft*nB*9-r7> h 

fulBiS?&'»$BlcS^vxT, ffflBi'7>r7>hi:tfiSB^'a 
*S/tf-/t£©IH©BSEftf?*o"CV*<r4:K:J: y. Itf 

5 -f r > h SutB-y— AHo&M ftffiiit-r s^f^ 

^fcft«f>tfci4:ftW«4:i-*BaE2/^A»CfeW*3. 

fcBEE-y— at**** £ £ fttt&t £ *■ i * & 

[f8HB©i¥#Hfcg&<?!] 
[0 0 0 1] 
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jf, y \*rj — i? (Virtual Private NetWork: VPN) IC<& 
MfcBIiE ftf&SB&Bf-f§-#5£ ftffl V t5 fc«>lC/8 V * 
S3.— 9«flS|©Wff!(|, fcitfYPNlcas^T*^ 

r > h a»& -9— /^aut ■* s f=. «> tc w •& y D * S/ 

(Proxy) *-A(D«gflttiS8«t4, 

[0 0 0 2] 

[(£&©&*I5] i£*fk h*»6ttrt-f>h5* 

io v h^r^-fe^-rs^ ^iwaiiftttoTsewc*^ h 

l7-^S/^Aft«BB"*-*--X^i«*oTV^«. -f> 

#*yhft/fU-C, o©lfcSII**<8> hi?-* 

i/-AWWSS«t5©^V P NT'S 
VPNT'li, ^y-T^UftRS^fcfetCrL— tfigSiEft 

S» ^EijS ft ijfcft & * ft <? -5 fc * ICBf ^HfT £ «tt 
fti*o. 

[0 0 0 3] VPNaffijftiSRtt. JM*7C©*9-f7> 

20 r^©^ta«S-tft8snsT i -^ft0t^b/^-rs^'a 

3.-- If W ft ff-5 BSE*- Atc^MS n*. 
[0 0 0 4] «as©»«||l«#**K;J:*BKT*tt, M 

A«#^¥0 9-0 6 9 8 3 1f TBiF^-aMi/^^Aj 

ic^$4xsi;^fc, *9>fr:/h*»e>:fn*2/-y— Ate 
SSWfSfc, ^a*2/*-A©M"t*BiE-9— 

liE^SfcftTttCbT, BSE*^f*5nSo ^5 

-r r > b At©mf«flB[©^ , a Aft*» 
30 ^T©^a#s/*- A©M1"*BSE*-A*» 

[0005] K#7B©i'9-fr>h^&sw©ii 
#gW5fe©*- AiKifjSUrtSfcfcfc:, ^©yo^s/*- 

[0 0 0 6] 

#^c©^ v>f tv v tsi*s#$t©-9— a©k ft* m-r 

40 S^T©^ , n^2/*-A©«-t-SBSE-9--A's, ^St^ 
5-f r> H©:x--yfcfittL*ttftrtV*tf fcV^fcCfc 
#SC©rL— •»©^ , a*S/*- A# 
StttS + vh^-fKBttt, a— tf©WSW7f# 
*&f^R*«iB«»c«s»J. -tn-6*i©SliE"9— A*»6>»ff 
S4xfcfEW«ft, JMr5fe©3— Sf/slWiL&wntiv^W- 
3tev^«*i<*ofc. »#j«©^9-fT>h**e>K 
*S#$t©-9— A* T?©igS<& ft*Stftc^T©^"a * 

[0007] Mnit. ±i6©t*gffiicew5W 
so (c^*, tv^yy Yii+y- A©r^ft^-rs±T©^ 
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p ^^•^-AoDMt-ssgUE-b— A^Wi? =54 yy h© 
a.-y<n=L-vmm*%Mir&>&m-ftt£<. sterns* 

<fc e> jfcigtiE^^^Afcfiwsa— vmmi58kz&®;-?& 

[0 0 0 8] 

— tf^a^&T'feoT, $>e>^t5«?>. guSB?^7>h 

e>itffa^"p 3f s/*- a utiwb*- A\zy * -tz x 
^-€.3.— iftc^T, muz^-tyy mc&^js^bse 

Tfe<h^%»(C &e>;frC«>, BSE*- Am±X*MU.*: 

[0009] ff#S2(c^siewii. *yJ*?-*Stt 
$;ftfc*^7>Nt*-A£©limcfi^nfc&iSt©7 20 

©BSE&!? JH-&BSE*- A£ Srffifjt.fcaWES.'^-r -MC 
>f y> h*^|yfa^a^r^-9— Afc/rUTiitfiB*- AtC 
^Cfi»U ^&BElH?jf«)BB 
±T»BSE«:ff«!^fe«)©fEI|i««:, mj£©BSE*- 

ia-9— Aizmttrt-ztg. mzv^JTybfrbWi* 1 ? 30 

-f T> MC«*»iSv^BIiE-9— /■UCg$gUTBSE£fi 1 fce> 
Xffyt, lifrfB*^ 7> Mcllfcia^BSE*-^ 

e>, *(cti>jii-r©^ , n*2/*- ^©M-rsBSE-y— a 

BE*- yX|B«)BBES:ff«!^ £ £*>IC, tWBf 9-fT> 

*iiEv^^n*2/*-/tCDM"r*BSE*-^fca!iy*<* 
Tfttyig-rifclCfcy, (WB^9-fT>h**&-9— >t/\ 
teuw- * BHC * ^ n * 5/* - A©«IM»« fc 

•t&XT-yft.* W5yD^>>t-^««i& 40 

©fgSE&tr&oTvKciiiicfcy, «&|B*^-f 7> h£ 

[0 0 10] lt#«3tC^S5SWti, »*9(l*fctt2 

BSE*- /<tf!t« 3. H *imt.-t6. 
[0011] 
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. B<z>ra*s»!-4-«. 

[0012] #Hi6©/£fl§-e«u uwmniffi (=>.—*? 
©fiflt) fc*9^7>hlc*fcia^BIE*-/t©*K: 

feBSE*- AJ&W©BIE-9— A£©BSEtt. *9>f7> 
h tc® * ifiv \BJfr!J— ^ 6 * mt 5 y a 3f 

5 BSE* * ^ -< 7 > h ©SE9§# & BSE 

*-^iBTJH*ftw*L. t^jyybnmmzmm* 
/*©iw sbse*- Atcfc if y ov^fenjjftT*, if mtz> 

&7rtc * <i 7 y b £#BSE*- AR3©BSE *ffo T v * 
<. 

[0 0 13] ±K©**feHSW-*fe«>» #§&J£©7£JS 

«Kf S ^ P * 2/*- / WJS-T S BEtf- & BSE 
*- /Wff^. S&CBK*- ^ttB*«Bt«:#fc** 

[0 0 14] OT, *^i6©^«8S:^L<tliW1-S„ «: 
■9— /WM+6BIE-9— ;W36*iJ, BBE-9— ^2. 

[0 0 15] 12 1 tt, *g&(Dj&M(?>i/X J T-J*to&M"1! 
9 1, 2, 3, 4 (1 0 1, 1 02, 1 0 3, 1 04) 

TS!lufiEUfc*v N«7-*T*&£. *ya*i/t-;^ (1 

2 1, 1 2 2, 1 2 3) fc-€"*l©JSf SBIiE-9— A (1 

3 1, 1 3 2, 1 3 3) tt, H— *v h>7-^WtCfe 

[0016] mz, n*7cT'fes^^>rr> h a 1 
i) iz-Dwxmwtz. fy^yyb (ill) i±, M" 
-a (i i 2) jcfisKbT^-df&aissfli-t&^Bor 
yy>5r-e/3>^i6^-rs^^-<T>hT*^s„ VPN 

©Ig^tUT, -b— A (112) ICSSR'tSICtt^'D* 
i/*-/1l (12 1) &fffi?&£v*31ftft<Z>&#?9 
>fT>h (111) (C»&**C»**(ia*iTfey, BSE 
t-Al (13 1) *^SE^# (14 1) *«BW»f»*Tf 
feS. i^9>r>h (111) J:©T^U^-^a>^ 
(1 1 2) ^©jjBBBI**'** fc. t'yjyy 

b (111) tt^P*S/*- (12 1) (CjfSKL 
T, BSE*- ^1 (13 1) t©B!iE£:4fe>o 
V^^yy K©VPNtLT©t6^S:^-r. H5©#M 

[0 0 17] ^}?IC, ilsftSiWjfeT?***- ^* (112) 

tco^TUi^-r-s. *- ^ (112) T(*r^y-?r-^ 
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a>-9— A^tSrL/TVxT, #5-fT>h (111) 

e>©g$a&#«8b-c^-5. 

[0 0 18] #CtC, ^D*i/D-;U~3 (1 2 1~1 

23) fco^-ctft^-r*. *5>f7>h (i i D t-s 

^^©tf-^D^f 2/"9— Al (12 1) 

•7-^1 (101) H2 (102) i: S:ctJ«jfU, *^-f 

7>h (in) fr*>mmzum.m&<z>$>z-7n**/-v- 

-AT'&S,, -9— A (112) fCS^igV^D:* 2/1*— 
Atf^D^S/*- A3 (123) -Cfey, ^'yhC-f 
3 (103) £4 (104) fcrMBU "9— A (11 10 

2) fc¥:fc-5 5 -*©i£5WI'*:ff^ feS?" 
n*S/-U—AT*»*. T/D^S/iJ— A2 (12 2) tt, 
*yh?-^2 (102) £3 (103) i:&tf«fS-r^> 
;/a=^>-9— ATrfeS, 06 tc, £4ie>C!>:/n3r2/lf— 
A©iM£&jiVt. 0 6©#|iimco^-a;}:&lc!¥S£-f s„ 

[0 0 19] 7*tC, BSE"9— Al~4 (13 1 — 13 
4) JCOWtHWr*-*. ^"O^riz-y— Al (12 1) , 

2 (122), 3 (123) j^M-rSBWEI*— 'W* ** 
fl-fftBSE-tf— A 1 (131), 2 (132), 3 (1 

3 3) ZlZlT'ttl 6«)^Q*S't-/Wl 20 

tlT*%«. BSE~9— Al (13 1) l£©B 
SE-9— AT*£>S#, BSE*- A2 (13 2) , 3 (13 

3) liBSE-9— A4 (13 4) jVSKJS-rSBSE-b— >Vf 
yi/-y&JgJ*UTV**. BSE-9— A4te, 
ASOb-^F^BSE*- A2 (132), 3 (133) 

[0 0 2 0] &BSE-9— AtCte, *9-fT>h (1 1 
1) *>e>-9— A (112) {Cfttt-fSfefiblCftlCififlt-i- 30 

y a * t/-9— y t#j»-r*BSE-b— a l 

jeiSflHRSrat*. 02 «fc e> IC, BSE-9— Al (1 
3 1) ICti, -9— A (112) ^©g^M^tf^fcil 

©#BSE"9— A2 (13 2) T&&££&aV?ip||tiBI& 
**Ht«#St*S4lTV*ft. BSE*- A2 (13 2) fC 

«, »t»«R»3eiMt«»4«»anTv>ftv^ bse-9— a 

3 (13 3) ICtt, -9— A (112) ^0)&|£K$;tftR 

&IC-9— A (112) fctftfft^-^CDiSMtf 40 
RTfgT-feSZl^&^-rE n dA^^StlTVNS. BSE* 
-A4 (13 4) tC&, -9— A (112) /\©^SI# 

oTV*£©#BSE-9— A3 (13 3) -e&s ^ £ &^'3■ 
[0 0 2 1] &BSE*-AlCli, ?^-f7>h (11 
1) 3^6-9— A (112) lC^t-Sfc«?){CgSi|^$:*#{ff 
ts^a^i'*-^ (3-BSE-9— WitsynsfJ/ 

-9— a) iwtjemiHB^snTv^. 03»c, * 

©je«fll«S:3S'f. 03lCaVr«k-Mc, BSE*- Al 50 
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(13 1) {Ctt, -9— A (112) ^©g^g^tfsfcfc 

z.©bse*-ai (i3i) r-nrJisn, -t©& 
Wm&^M-t&zfu*^- A#, :/o=*^*-Ai 

(1 2 1) •e»*£fc&aV*Jfc*H*«#»S*iTV* 

-5= BSE*- ^ 2 (13 2) ICtt, *-A (112) a 
(D&Wm&ft&t-ili*. ZKDBSE-9— A2 (13 2) 7? 

^n*S/»-A2 (12 2) tfesrt^/^t^iffii 

tf&mznr^z. bse-9— a 3 (133) tew:, *- 

A (1 1 2) ^©«SKil#««3llfcfc*, Zl©BiE*-A 

3 (133) -emm&n. za>mi$im&*tpM^-&7u 

df>>*-A#, (12 3) T'2b5Z.£. 

Sr^t-^a«^*^#S4xTV%€>„ BSE*- (13 

[0 0 2 2] #BSE*- AfCli, BSE-9— J*<D?)\s-zf 
£ -S-L&WBSE*- Afcfc*-r*)£«M»*#fil* 

34xT^S= 04 (c, ^-©Jt*tf»$8£at-r. 04tc*rr 
<fce>lC BSE*- A 2 (13 2) JCte, gBSE*- A© 
_h&©BSE*-Ai; UTBSE-9— A 4 (13 4) tf&M 
34xT^£= BSE-9— A3 (13 3) tC«, SBSE*- 
A©_L&©BSE*-A£UTBSE*-A4 (13 4) # 
^SS£*VCV^ 0 BSE-9— Al (13 1) ;fci:tf4 (1 
3 4) tCli, ±&©BSE*-A#i2$i*2;ftT^&V>. 
[0023] ^^-fr^h (111) A (1 1 

2) 's©^!*, BSE-9— A 1 (13 1) tfflroSEUBS 
(BSE-9— Al (13 1) tft^-lTZs h (111) fC 

SfrffLfcSEW^l (14 1) ) Srtp^lii&^tcSeoT 
»c©BSE*-^^i:*I*iSy» «-BSE*-Ali-B#iftfc 
SEWS&'&lrU *^7>h (111) £©BSEICM 
v>S„ BSE-9— Ar^©BSEtC^ffl-r-5SEW#«> *t5tc 
BSES:SI*-rsW*^BB^$*i-CV>a^^fe5„ 
©it'll BSE-9— A 1 (13 1) te£>!3^C«>BSE-9- 
-A2 (13 2) *^TUfeSE^S2 (14 2) ©Bfrfr 
BSE-9— A2 (13 2) {**>e>*>t5«t>B 
liE-9— /U (13 4) *^fUfctiE^S4 (14 4) © 
BB*F£SttTfclk BSE-9— A3 (13 3) ti*>e>A^ 
&BSE-9— A4 (13 4) ^?6tTLfcSEW^3 (14 

3) ©Bffft>&SttT^.5 4i)©i:-r-5., «SK€:*lllf 
©BSE* - jSj^T* & V ^3fi^£ 1/ fcS'J© * y h V - V 
{C#^-TS^> BSEttyn^r^-9— AfctfJidBLTm) 
tvS. 07. 08, fe«fctf09fC, BSE-9— A©ifrf£& 
^» EI7. 08, ;}3«fctf|II 9 ©EURICO V^l±, mz 

[0 0 2 4] ±ta©^t', if5-fT>h (111) 

e>-9— a (112) izttvT&imm&tf$>z> t:&<Diem 

[0025] tr^JTZ/b (111) 3^&-9— A (1 1 
2) {C^LT&«?eH##&££:, f 5>fT>h (11 
1) T'ttEI5©*£iJl$:|i@#rt--5. *-f, -9— A (1 1 
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Ufy^5 0 2) . ^-rr^h (i 1 1) i*> 

(12 1) fc^-f'^ClilfcfcloT^.Stf)-!?, VPN 

tt^a^iz-y— ai (121) Aiiu, fgiE&w^-r 

^■n^S/tf- /U (12 1) /\, SE«1 (14 1) 5: 
#^T^5'f7>h (111) tf>B!iEM#*:aH§i--5. 

[0 0 2 6] ^n^riz-y— XI (12 1) it @6®jai 
aTfSStt^-feJRJIilO&oTV^O-r, *5^7>h (1 
1 1) jb>£tf)IiEI£#l (14 1) #£<Z>BIiE§^£M 
L/ C*-ry:76 oi), zfn^-i/-^- XI (12 1) 
M^-*«BE-y— Al (13 1) 'sg^U Uf7^6 0 

2) , *^7>h> (111) O^SEg^&liE^l 
(14 1) SWTMtS Uf7^6 0 3) o 

[0 0 2 7] BSE*- /N'l (13 1) tt, 0 7 (AfltJlTr 
S^^JSlCfcoT^-Stf)-?, ^n*2/-9— /11 (1 

2i) fr^tD??* yy hmtm^-^mh u-r^ 
701), mwm i (141) turn-*- x i ( 1 3 

1) Jb^a-T-Sa— !fft#£Jfci&LT§gSE£*7e> U5=- 
7^7 0 2) . B!Il3:Hfcbki:£li, n**£/3:/S: 

3) , BIiElf#7B# >f 7 > 080 
x-x-y^S 0 llcifi*, jSSES^TC^SS-V— /^&® 

09<z>;*-5^y7 ,, 9 o 1 izmti. ^*tt?^-f7 

>h (111) ^(DfgiiES^T'&ScaT*, 08tf)#til 

[0028] ummomMzwm+z i^v-f 
8oi) . ^^>ry>h (i i i) ^<bS£e>*iT£fc!iE 

^«l (14 1) l±, ^*&Ji£:fTfcoT^.5BIiE-y-- 

ti. f LT, *©BE*-^<0flH8«:it»lltili»«ilfll« 
(02) j^&akSR"*-* (Xf7^8 0 2) . E2^e>^ 
^€>J:e>lC, BIE-b— m (13 1) {Cti, ««5te««-y- 
2) -e&*&ttS*tf£&£«, *©«K* 
A 2 (13 2) T?feSg^S^3*lTV> 
So ^3T% «WHr*l:lyTBIE-9— X2 (13 2) fc 
*#T, 0 3^e>^f 7^8 0 5 {Cil*, 0g£ 

■fr- m (13 1) *»€>BfE*-^2 (13 2) 
U IEWS2 S:f*W-TBK-y— ^2 (13 2) KBIEgl 
#£i£frtS Ur«^8 0 5) . 

[0 0 2 9] m&fc9—X 2 (132) ti, 07 (DKM^ 
«S»f9'6««»C«!oTV^*«)T. BBK*-;U (13 
1) fr&<DBBE£*fc5tfBl/ Ufv^Ol) , BfiE 
•9— XI (1 3 1) 3^6i8fia*lfcffil!8«2 (14 2) 
tBliE-9— /12 (13 2) #*m-*BK-»f— -ttflMlfc 
feJtWUTBIEfcfT^ Uf'^7 0 2) . BfEtc£Mfc 
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4) , mft-fetcss. siE»cia3*ufefcat*, bseh 

3WBK*-^1 (13 1) ^e>T*fe-S(0T% BliEtt^ 

[0 0 3 0] BK-9—^2 (13 2) ICfcttSBSEtCfifc 
J*Ufc<Z>T% BK*- Al (1 3 1) ICfctt&flLSW:, 
/;f>y^8 0 5*>b/;f-y^8 0 6S:lr, 
0 8{Cjitfo £rT**5-f72> h (1 1 1) ©lE^Sl 

(14 1) £, J^CDBIiE-y— ^<T»**B«E*- *2 (1 
10 3 2) Ufy^8 0 8), ^SffiM^ft. 

ICAS (X-r^^"8 0 9) „ 

[0 0 3 1] BiE-9— X2 (1 3 2) lc£tf&09 
itlt *-f, ^^-f T> hC0SEW#l (14 1) &8 

HE-y— /u (131) ^^miyr-mmz^i, u 

f>y^9 oi), 

(02) (^^9 0 2) . &5ffLfc*£ 

JH, BSE*— A 2 (13 2) ICtt, -9— X (1 1 2) td 
M-t S^BSE-9— /-N'tegai^ft-Cv^v^, ±fttf>B 
■E*y— ^WjfeU (04) 34xTVNSfc«), ^f'>^9 0 
20 3^?>9 0 4$:IT, T.'tv 79 0 5 {Cii*, BUI*— 
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r'V/'goi) , 7^(DBiiE-y— A5:tf«^»&^W?a 
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33) izmmi; Uf>^9 0 8) , 4>«ificftsm'& 

ICA-5 0 o BE*- A4 (13 

4) T'lt i'7'f7>h (111) 0>BES:fTfc*>&^ 
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m^n^mizt^x\>^(Dx% 7D*s/-y— A3 d 
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7) , -y— A (112) aJBBLT, "r-*a>tf»*l«:IW 
(*^y?"6 0 8) . 

[0052] t^jyyb (ill) ya^ri/-9— 

A3 (12 3) 3fre><8SSEj^0>]l*n&34r*-&&. * 
7=-«y^"5 04^^)5 0 5{Cii^ ?^{CtfJ«jt-rsyDdr2/ 

■y—Aiiasv *w wots*** (;* 

r^5 0 7) . ifflt^yn^fj/t-zn (12 
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